
tJ-a~n1flb -a.:~vw1tJ16'ltJ1.:1 1 'VI "a 

b~eJ'I bb 'U1Vl1..:JtJ5u~1 'U fn';jfn'U ~Wn';itJ5u~..:~1'U bb~ ~ n 1';i-rmoJ1 m 1~tJ~ eJ~n ~ 
~1'Ub Vlfl1 'U 1~~~1';i~'Ub Vll"l"lleJ'I1 ';i'I'VW1'U1~'U1'11 Vl';i 

b ~eJ 1 ~b~Tvl~1~VJnvi1'UtJ5u~m~bb 'U1VJ1..:~tJ5u~1 'Urn';im'U~~rn<jtJ5u~..:~1'Ubb~~ 
f11';i-rmoJ1fi11~U~eJ~JlCJ~1'Ub Vlfl1 'U 1~~~1';i~'UbVll"l"lleJ'I1 ';i'I'I'W1'U1~'U1'11 Vl';i 1~eJ~1..:JiJtJ<j~~Vl~.fl1'V'I 

mn~..:~~'Ubb~~ilmm~1'U 1 'U';i~~'U b~~'Jn'U ... 
1~~~1';i~Gh~'ty"lleJ'Ibb'U1Vl1..:JU5u~QUUdtJ<j~neJ'U~1~ 

@). 'U 1~m~-rmoJ1fl11~tJ~eJ~n~~1'Ub Vlfl1 'U 1~~~1';i~'Ub VJI"l 

\v. fn';ibbU'IbWneJ1'U1"il'Vt~TVi (Segregation of Duties) 

rn. rn';im'U fl~ rn';ib .U1e1 e1 nl"l'U~fl e1~'W1 b~eJ1 bb~ ~rn';itl m n'Um 1~ b~ ~Vt1~ ' ~ 

(Physical Security) 

~. f11';i-rmnm1~U~eJ~Ji'~-tfeJ~~ ';i~UUfleJ~'W1b\9leJ{ bb~~';i~UUbfl~eJ~1~ 
~ 

(Information and Network Security) 

ct. fn';ifi'J'Ufl~ f11';i'W~'U1 Vt~mbfll "llb tJ~ E.l't.!bbU~'I';i~UU'I1'UfleJ~'W1 b\9ld 
' 

(Change Management) 
0 i.l .<::lt. (,' q iJ .<::::!1 Cit 

'o:l. f11';i~1';ieJ'I"lleJ~mb~~';i~UUfleJ~'V'I1b\9lel';i bb~~f11';ib(9l';i~~'V'I';ieJ~mU,!QnbQ'U 
~ ' 

(Backup and IT Continuity Plan) 

()']), f11';ifi1'U~~f11';itJ5u~'I1'UU';i~~1~1'UfleJ~'W1b\9leJ{ (Computer Operation) 

c;::;, f11';ifi1'Ufl~f11';ib.ffu~rn';i~1'U'I1'UbVlfl1 'U 1~~~1';i~'UbVll"l"il1mTI ~'U~f11';i';i1~~'U (IT 
' ~ 

Outsourcing) 

fn';j~~ 1 ~il'U 1~'U1~-rmoJ1m1~tJ~eJ~n ~~1'Ub Vlfl1 'U 1~ ~G'l1';i~'Ub VJI"lil1\9lt;1U';i~~..:~ri b ~eJ 1 ~ 
' m -11..:~1'Ubb~~'Uflfl~~ b~~1-1i'eJ..:~1~m~Vtir ni'i..:~fl11~ci'1ri'ru"VeJ..:Jrn';i-rn'loJ1Fn1~tJ~ eJ~n~~1'Ub Ylfl1 'U 1~ ~ 

~ ' v 

~1';i~'UbVll"l ';i1~~'11~-ruVl';i1U b~~1 nuVt~1~ bb~~fl11~-ru ~~"lleJU bb~~ bb'U1V11'1U5LJ"i1 'Ufn';ifi'J'U~~ 
fl11~ b~~'I~1'U~1'1 1 1~CJiJ b.Q'eJ'Vt1meJUfl~~b~~1nU bb 'U1VI1'11 'Uf11';i~~vl1'U 1~'U1~ ';i1~~~ bB~~"lleJ'I 
'U 1~m~ bb~~rn<jtJ5LJ"i\911~'U 1~'U1~ 

bb 'U1Vl1..:JtJ5'11~ 

@). n1';i~~vl1'U1CJ'U1~ 

o ~eJ..:~~~v1Tu 1~u1~-rn'loJ1fl11~tJ~eJ~n~~1'Ub Vlfl1 'U 1~~~1';i~'Ub Vll"l~b U'U 
Q.J li"Q.J i.l .<::lt. 

~1~~n'loJrueJn'loJ';ibb~~I/JU';i'Vt1';i 
~ 

0 b~1'Vt~1~~1~fleJ~'W1 b\91 eJ{ bb~~m. i'I1'U"lleJ'I bb~~~~1~'11'U~eJ'Ii1~1'U~1~ 1 'Ufn';i 
~ 

~~vl1'U 1~'U1~ 
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o ~mVl'UVlTWbb~~tJ-r'Uth'I'U 1cnn~ 1 ~b U'UU"il"il'U'Umib?l~B 1~~~eN:Wm'jtJ'j~biJ'U 
' ' ~ 

fl11~b~~'IB~1'1UeWU~~fl~'l ~'I~B'I:!Jm'j'j~'lJfl11~b~~'l~b~m-t'm ~~~119i''U 
' 0 Q.l 11 ...::. If 

fl11~?11flru"U B'I"UB~~ bb~ ~'j~'lJ'U flB~'V'n b~ e:J'j ., ~ 

0 flTVI'U~'j~\9l'Ufl11~b~~'I~~B~-r'U 1~ bb~~nTv'I'U~~1~'jn1'j'VI~Bl~U~tm1 'Un1'j 

fl1'Ufl~fl11~b~~'l 
' 

o ~B'~~~bn'U'U 1~'U1~~b tJ'Um~~ n't'JruB'm~'j 111 'U~~m -il''I1'Ubb~~'Uflfl~~ b~m-t'B'~ 
~ ' 

?11m'jm-t'1t'i'lh11~~~1~ 

1v. 'j1~~~b~~~"UB'I'U1~'U1~ 

• ~e:J'I'j~'lJl~tlU'j~?l'lfi bb~~"UB'U b"tl~B~1'1od~b"il'U bb~~:!Jb i1'BVI1mB'Ufl~~B ~1'1UB~ 1 'U 
' ' ' 

b~m19iB1ud nl'jbbU'IbWn-EJ1'U1"ilVIU1~ (Segregation of Duties) 

• n1'j-rn't'J1fl11~U~B~.fl~-t'B~~ 'j~'lJ'UflB~~1b~B1 bb~~'j~'lJ'Ubfl~B'lh~ 

(Information and Network Security) 

• n1'jfl1'U~~m'j'W~'U1 Vl~mdll "tlbU~~'UbbU~'I'j~'lJ'U'I1'UflB~~1b~B1 (Change 

Management) 

• n1'j~1'je:J'IiB~~bb~~'j~'lJ'UflB~~1b~B1 bb~~nl'jb~~~~'V'l~B~mru 
~ 

~mu'U (Backup and IT Continuity Plan) 

• n1'jfl1'lJ~~m'jtJ~u~'I1'UU'j~~1~1'UflB~~1b~B{ (Computer 

Operation) 

• n1'jfl1'Ufl~m'j 1-il'LJ1m'j~1'U'I1'Ub Vlfl 1 'U 1~ 8?11'j?l'Ub Vll"l"il1nerl ~'lJ~n1'j'j1~ ' ~ 

~'U (IT Outsourcing) 

rn. n1'jtJi]u~~1~'U1~'U1~ 

0 ~f}:lU'j~n11"11-ifbb~~~B?l1'j'U 1~'lJ1~ 1 ~bbrl'lJflfl~~b~miB'IB~1'1~1t'i'l b~B 1 ~ 
' 

?11~1'jt1tJ~u~~1~1~ b'll'U ~~m'j!Jne:Ju'j~ bU'U~'U 

0 ~B'I:IJ'j~'lJ'lJ~~~1~n1'j'U~U~'I1'U'1JB'I b;[1VIU1ffi ~b U'U 1 U~1~'U 1~'lJ1~B~1'1 
bfl~'lfl-r~ 

o ~B'Ibb;['~ 'j'V'l.?l~. VI'U1~bb~'~1~m~1 b~B:Wmru~~'~~~m~VJul9ie:Jm'j-rn't'J1m1~ 
U~B~Jl~~1'Ub Vlfl 1 'U 1~ 8?11'j?l'Ub Vll"l 

0 ~B'I:IJ~'U~B'UVI~Bl~U~U~ b ~e:J'je:J'I-ru 1 ~:tJm'jtJ~u~~1~'U 1~'lJ1~~1~n1VI'U~ 11 

0 ~B'In1VI'U~VIU1~bb~~fl11~-r'Ugj~'/JB'U'1Jmerl -if'I1'U bb~~'lJflfl~~b~m-t'B'IB~1'1 
~ ' 

-a-~b"il'U b 'IJ'U VIU1~'1JB'Ierl i'I1'U 1 'Umru~'V'lu11bfl~B'~flB~~1b~B1:Wm'j~~ 11-r?l 
~ 

VIU1~bb~~m1~-r'Ugj~'llB'lJ'1JB'Ib;[1VIU1~-rn't'J1m1~tl~B~.!lm~uubfl~B'I11~ 
V1U1~bb~~m1~-r'Ugj~'llB'lJ"UB'I~n;[1'1-&1m11 bU'U~'U 

~ 
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nTl"bb'lj.:!bbflfiBTL!1li!VI1!1~ (Segregation of Duties) 

1{;lt1'lh~~~f'i • 
m~ bb U'l bbCJ n tl1'\.J1~Vl'!J1~i11 {;1 m.J~~?I'lfi b ~e:J 1 VfiJm~?le:J'lJ EJ '\.J rn~tJf11J~'l1'\.J~~whru fl~ 1m 

' 6.J ' 

.f11CJ 1 '\.J~1CJfleJ~~1b{;le:J{ ~'lbU'\.Jfl1~~1Plm1~b~CJ'l~1'\.J infrastructure risk 

bb 'L!TVI1~'l.J~u~ 

o ~eJ'lbbU'lbbCJnt~flmm~'l.J~D~Vl'IJ1ffi'L!ci1'L!n1~~~'\.J1~~'lJ'lJ'l1'\.J (developer) e:Je:Jmnn 

~flmm~vh'Vl.W1~'lJ~Vl1~~~'lJ'lJ (system administrator) ~'lU~D~'l1'\.JeJ~b'L!ci1'L! 
~~'lJ'lJfleJ~~1b{;le:J{ffioff'l1'\.J~~'l (production environment) 

0 ~e:J'l~IP11 Vfi1 job description ~'l~~~VltJ1~bb~~m1~-ru~~PJ'lleJ'lJ'lleJ'lbb~~~VltJ1~'l1'\.J 
bb~ ~m1~-ru ~~PJ'lle:J'lJ'll e:J'l'lJfl~ 1m bb~~~fl'L!m CJ 1 '\.J~1 CJ fl e:J~.Yh b{;l e:J{e:J ~1-:Jotl~PJ b ~'\.J 

' 
btl'L!mCJ61n~ru5n~~ 

o m~~~PJ1 Vfi1uflmmcl1~e:J'l1 'L!'l1'L!~i1m1~cl11"lru b ~e:J 1 vt?l1~1~tlvl1'l1'\.J'Vl\Plbb 'Vl'\.Jn'\.J 
' v 

1~'\.JmuhhbU'\.J b'li'L! ~'lJ~Vl1~~~'lJ'lJ (system administrator) b~1VltJ1~tJ~u1im~ 
fle:J~~1b{;ld (computer operator) bU'\.J~'\.J 

1{;lt~'l.J~~~~f'i • 
n1~fl1'lJ fl~ m~ b -if1e:Je:Jfll"l'\.J~fl eJ~~1 b{;le:J{i11 ~titJ ~~?l'l fib~ eJ'IJ eJ'l n'\.Jm Vl'lJfl fl~m~i1 tl1'\.J1~ , \.1 , , 

VltJ1~b~CJ1-ife:J'lb-il1ti-:J ~1-:J~ (access risk) bbm'llbU~CJ'\.JbbU~'l (integrity risk) Vl~eJfie:J1Vfbi1~PJm1~ 
'U 

b~CJ'Vl1CJ~e:Joife:J~~ bb~~~~'lJ'lJ fle:J~~1 b~e:J{ (availability risk) ci1'L!n1~Ue:J'lfl'\.Jm1~b~CJ'Vl1CJ 
'U 

i11 ~ t~'l.J ~~?I -:Jfi b ~ e:Ju e:J-:J n'L!m Vfoife:J~~ bb~~~~uu fl e:J~'W1 b~ e:JTI~-rum 1~ b~ CJ'Vl1 CJ~1 nil~~ CJM111~ 
' 'U 

bb'J\Pl~e:J~Vl~e:Jtl CJoWD~~1'l1 (availability risk) b~PJCJiJbde:J'Vl1fl~eJ'lJfl~~ b~CJ1fl'lJ bb '\.J1'Vl1'ln1~fl1'lJ~~ 
bb~~~~uuu e:J'l n'\.J m1~ b~ CJ'Vl1 CJ ~1'l1 

bb 'L!1'Vl1-:~'l.J~u~ 
~ ~ ~ 

C9l. fl1~fl'J'lJfl~l"l'\.JCJfleJ~'l"l1b~eJ~ 

o ~e:J'l~~PJbnue:J'l.Jmrufle:J~'W1b~e:J{~~11"lru b'li'L! bfl~e:J'lbb~'li1CJ e:J'l.Jmrubfl~e:J'li1CJ bU'\.J 
' v ' 

~'\.J 111 '\.JI"l'\.J~fle:J~~1 b~e:J{VJ~e:J~'\.J~Vl1'lvt1~ bb~~~m n1Vl'\.J~PJ~'Vl5rn~boif1e:Je:J nl"l'\.J~ 
'U 'U 

fle:J~'W1 b~e:Jfl vtbQ'l"l1~~flfl~~i1VltJ1~b~ CJ1-ifm b 'li'L! b~1VltJ1~'l.J~~'l1'\.J 
fleJ~oW1b~e:J{ (computer operator) b~1VltJ1Vi~bb~~~'lJ'lJ (system 

administrator) bU'\.J~'\.J 

o 1 'L!mruuflfl~~1~i1VJL!1~ b~CJ1-ife:J'l'l.J~~-;;\'1 m~i1m1~-;;\'1b U'\.J~e:J'l b oif1e:Je:Jnl"l'L!~ 
' 'U 

fle:J~'W1 b~e:Jfl '\.J'lJ1'lfl~'l il~e:J'li1rn~m'lJfl~e:J~1'l-r~PJn~ b 'li'L! n1Vl'L!~PJ1 Vfi1b~1VltJ1~ 
' ' 

1"1'\.J~fle:J~oW1b~e:J{mufl~IPlbb~fl1~vl1'l1'\.J~~e:J~PJnm bU'\.J~'\.J 
'U ' 'U 

o ~ mi1 ~~uu bnu1J'L!Vi n rn~ b -if 1 e:Je:J nl"l'\.J~fle:J~'W1 b~ e:J{ 1~PJ CJD'L!Vin~'l n~ 11~ e:J'li1 
'U 

.::II .r::;:t QJ Q.l I lJ Q QJ d 

d1 CJ~~ be:J CJ ~PJ bfl m numu flfl~ bb~ ~ b 1m~1'L!b 'll1e:J eJ n bb~ ~ m ~~ fl1'j ~~1~?1e:J'lJ'lJ'\.J'Vl n 
' 
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0 fl1~~\9l~'U~rlBlJ~1b~eJfl Vlb'U'U~\9l~'J'U b"li'W bbU~btl'U~1'U~~UUbfl~€l~1tJ (network 
" 

zone) ~1'Ubfl~€l~bb~~1tJ (server zone) ~1'Ubfl~€l~~lJ't'~ (printer zone) btl'U~'U 
b~m'!~mfl1 'Ufl1~'\Jn'\J~~1'Ubb~~tJ~'Vll 1 Vlfl1~fldUfllJfl1~b -if1~~€l'\J mrufleJlJ~'J b~€1~ 

6..1 ' ' 

611~t1j~h~ 1 ~'\J~~~'Vl5.flTV'llJ1fl~'U 'U€lfl'<il1fl.Q' fld~bbtJfl~'J'U~~€1~ 
~m~b-ii'1~~ 1(9lm~1vtu1~vtm tJ~1tJ€l€lfl'<il1fl~'U~fl€llJ~1 b~€1~ b -d'U ~1'Uffi ibnu 

" ~1tJ~1'U~~1tJfl€llJ~1 b~€lfl~~(9l~lJ'I.'jl Vlvt'thtJ~1'U~1~ 1 ~1'Wffi ibtl'U~~~bfl~€1~ 
'IJ'WVim 'Vl'\Jm~ 1 Vfr'l1bb 'U~'t11"U€l~ b~1vtU1~ m~~~1(9l btl'W~'W 

h m~i.1eJ~n'Wm1lJb~tJvt1tJ 

h<9l ~~UUUeJ~n'W 1 vJ1 vtif 

o ~m~eJ'\Jmrub~eJ'W 1 vJ1 vtii b"li'W bfl~eJ~m1'<il~Ufll'W bfl~eJ~m1'<il~um1lJ~eJ'W btl'W 
' 

~'U b~eJUeJ~n'Wvt~eJ~~~Ubvt~ 1 vJ1 mTI~Vi'Wnm 
' 

0 ~'U~fl€llJ~1 b~eJ~Vl~ fl~eJ~~~~uu~u b 'V'l~~bbUUB~ 1 'UiJ~ 611vt1'U~'U~fl€llJ~'J b~€1~ 
" " 611~€1~ eJ~1~UeJtJ~m~t;l~~u b 'V'l~~b ~€11 i611vt1'um~~u b 'V'l~~ 1 'Ub -d'e1~~'U 

htv ~~uuueJ~n'U 1 vJYhi\91-ileJ~ 

o ~ e1~~~~uui.1 eJ~n'UiJ1 Vi' A eJlJ~1 b~ e1fl~1'u fl11lJ b~ tJvt1 tJ'<il1fl m11J hl fl~~"UeJ~ 
m~bb?l1vJ 

o ~eJ~~~~uu 1 vJvh611~eJ~611vt1'u~~uufleJlJ~1 b~eJ~611~t1J b ~e11 Vfm~~h b \J'W~1'W 

" 
tv. bl1 ~~uu mufllJeJ ruvt.ni'J bb~~ fl11lJ~'U 

' ' " 
o ~eJ~fldUfllJ?Im'V'lbb 1\9l~eJlJ 1 Vf~mLJvt.ni'J bb~~fl11lJ~'U~bvtlJ1~?1lJ b\9ltJfld~~~ 

' ' " 
eJt:UVl.fli'J bfl~€l~'\J1'u mml"l bb~ ~ ~~rh fld1lJ~'U 1 Vi' b VllJ1~?1lJ nuflru~ fl~ru~ 
' " ' 

(specification) "U eJ'I~~uu fl€llJ~1 b~ eJ~ b ~€l'l'<il1 m~uu fl eJlJ~'J b~ eJ~m'<ilvh~1'U 
~\91'\.J n~m tJ 1~ ?l.fl11~€l ruvt.ni'Jvt~m'l11lJ~'W~1~ b vtlJ1~?1lJ 

' " 

" ' .dil Q.J 0 Q..l 

hCS:: ~~UUb~€l'U.fltJ'U1~1 

o 1 'Wmru~~m~tJ m~~u~'U"UeJ~~'U~fleJlJ~1 b~eJ~ b~eJ~\9l~~~~uu'\J1'umm~ 
" ~'JlJ~'I b~'U?I1tJ 1 t'Jbb~~?l1tJ bfl~€l~1tJ~1'U~1'1 nm~~(9l~~~~uu b~€l'U~ml1~1 

u~b1ru~~viml1 b ~m'1e1~ n'Wvt~eJ~~~u bVl~J1~1 1~VJ'Ub 1m 'U€lfl'<il1fl.Q vt1fl 
' 

~'U~ fleJlJ~1 b~ eJ~~~eJtJ 1 'W?I m'W~~~fl1 1lJ b~ tJ'I~ eJ~ tJJ1~1 nm~vt~'U~~ bfl~l1 
" " ~J1~1Vl~eJ1~eJ~1~?1~1b?llJ€l 
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m-a-rm::t1fi11~'1J~e:~~.fit~"li'mJ~ 'a~UUfleJ~-w1b~eJ{ u~~'a~UUbfl~eJ"ll1tJ (Information and 
" 

Network Security) 

1~~\J-a~lii.:!rl • 
ti1~-rn~1 m1~tl" e:J(;)Jl tJ.rre:J&-~" bb~ ~~~uu fle:J&-~.Yh bli'l e:J~i111i1 t~tl~~?I~A L ~e:Jf11'Uf1&-~'Uflfl~~hJ cu 'I , 'I 

b~tJ1-rre:J~iJ1~L.rr1~~ ~1~i (access risk) Vl~mbm'llbtl~m.mtl"~ (integrity risk) .rrm.J~Vl~e:Jm~vhnu 
'lle:J-:J~~'U'Ufl e:J&-~.Yh bli'le:Jft 'U~1'U~iJ1~i1ehu T'ilVlih~ b~ m.rre:J~ ~1'Ufl1~Ue:J-:J n'U m~u mn~Tw~~uu 

' ' Lfl~e:J"ll1t!i1i'li1titl~~?I-:JAb~tJUtJ-:Jfl'U'Uflf1~ 11-r?l ~1&-~.X-:J malicious code ~1-:JS'l m~L-rr1~~ (access 
' ' I 

risk) Vl~e:J?I~1-:Jf111&-~ L~tJVl1tJ (availability risk) Lbn.rrm;]~Vl~e:Jm~vh-:J1'U'lle:J~~~uufle:J&-~~1 Lli'le:J~ b(;ltJi1 

b de:JVI1me:J'U fl~&-1~1 tJ ~ ~ LBtJ (;) L~ tJ1 nu bL 'U1'Vl1-:J 1 'U m~-r fl~1 fl11&-~tl~ tJ (;)Jl tJ-rr tl&-1~ ~~'U'U f1 tl&-1~1 Lli'ltl~ 
' 'U 

Lfl~tl-:J 

LL~"ll1t! bb~~~~'U'ULfl~e:J"lJ1tJ 

= ... .., 
~- fl1~'U~Vl1~~(;lfl1~'1Jtl~~ 

0 ~ tl~ n1Vl'U(;l.ff'Um1&-~~'U'lJ tl-:J-rr e:J&-1~ l~tJ nu~1 'U fl1~~ (;) bnu.rr e:J&-1~ Lb~~ ~tJ~~ L.f1'Vl.ff'U 
'U ~ 'U 

f111&-I~'U Lb"~l~tJ nu&i1 'U fl1~f11'Ufl&J fl1~b .rr1~~-rrtl&J" Lb~~ ~tJ~~ L.f1'Vl.ff'U f111&-I~'U.x~ 
~ ' 'U 

m~ b .rr1~~ b(;l tJii'l~ ~ bL"~ m~ b .rr1 ~-:J ~ 1'U~~'U'U-:J1'U ~1&-~~-:Ji~m~vhm t~.rr e:J&-~~ 
'U 

bL~m~tl~~b.n'Vl.ff'Um1&-~~u 
0 m~-ru~~.rrtl&,j~~1rlqj~1'Ubfl~e:J"ll1t~?l151~ru~ ~e:J-:J1~-rum~b.rr1~~?1 (encryption) 

~Ltl'U~1m~1'U?I1fl~ b'li'U m~1-ff SSL m~1-ff VPN btl'U~'U 
"' 

o ~e:J-:Ji1mli'l~m~m'UrJ&-~f111&-~~n~m'lle:J-:J.rre:J&,J"i1~\91Ln'U (storage) 'l11L.rr1 (input) 

tl~~~1~~~ (operate) Lb~~bL?I\91-:J~~ (output) 'Ue:Jfl~1nd 1'Umru~i1m~~\91Lnu 
.rre:J&-~m~mn'U HVlmtJ~ (distributed database) Vl~e:Ji1m~~\91 Ln'U'll\91-rre:J&-~~~ij 

'U ' 'U 

f111&-I~&Jvr'Ul5n'U ~ e:J-:Ji1 m~m'U fl&-1 1 ~orr tl&-~~i1m1&-~tl fl~tl-:Jfl ~'U rh'Um ~n'U 
' 'U 'U 

0 fl1~i1&-~1mm~-r fM1fl11&-~tJ~ tl\91Jl t~.rre:J&-1~ 1 'U mru~t11 bfl~tl~fltl&-1~1 bli'l tl~tl tlfl'Utlfl 
'U 

~'U~'lle:J~u~~'Vl L'li'U ~~"lie:J&-~ Vl~mrhmt~.rre:J&-~~~Lnue:Jt~"l'U~e:Ju'U'Vinne:J'U Ltl'U~'U 
'U 'U 

tv. m~m'UrJ&-~fl1~n1Vl'U\9l~'Vl51~Lbn0i-:J1'U Gl (user privile~e) 

0 ~e:J-:Jn1Vl'U\9l~'VlBfl1~ t-ff.rre:J&-~mb~~~~'U'Ufle:J&-~~1Lii'ltl~ L'li'U ~'VlBfl1~1 m tl~Lbm&-~ 
'U 

~~'U'U-:J1'Ufle:J&-~~1Lii'le:J~ (application system) ~'Vl5m~1-ff~1'UB'Ubli'le:J~bUii'l Ltl'U~'U 

1 ~LLnm off-:J1'U 1 ~bVl&Jl~?l&-~nuVlu1~ Lb~~m1&-~-ru~\91"1le:Ju b\9ltJ~m 1 ~~'VlBLuvn~ 
'U 

L vh~-:6'1 L tl'U Lbtl m~tJ5U&iVlu 1~ bL~~ 1~-ru m1~ L ~'U"Ile:J'U~1 n ~i1B1'U1~VIU1~ b tl'U 
v ' 

mt~~n~rueJ'n~~ ~1~VJ~'Vl'U'Vl1'U~'Vl5vi'~n~11e:J~1-:J?I:I11L?I~e:J 
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-r~m.J 
' 

~~d 1'Wm~~~1~ruT·hm~mum.J user ~i1~'Vl5~bl'l~i1rrnw-r~m.Jb~tJ~'V'lB 
' ' 

'VI~B 1lJ,!t.t ~'V'l.Ml. ~~ 1-rr'iJ~~tJ~~~B 1 tJdtJ~~nBUf11~~~1~tu11 t.l.fi1'V'l~1ll 
• m~ 11il-rum1llb ~t.t"I!BU~1n~i1e51t.t1~'VIoU1~ 

" 
• fl1~fl1Uflllf11~ 1.rr~1t.t user ~i1~'Vl5~bl'l~B~1~ b -rrll~1~ b ~t.t rh'VIt.t~ 1.X 

' 
:Wm~muAl!m~1-rr~1t.t user ~~mh11t.trrn~ru~ dual control 1~tJ1.X 

' 
b~1'VIoU1~ ~ ~1tJ~m~"~1t.tflt.t~~fl~~ 'VI~mnu"lfB~ password 111 tJ 

~ b"lf'Vl biJt.t~t.t bb~~..S1n~m~ 1-rr~1t.tbU'V'l1~mru..S1btlt.tbvh,!t.t 
" 

• A1~n1'VIt.t~~~tJ~ b 1mm~ 1-rr~1t.t bb~~~~~u m~ 1-rr~1t.~Vi't.~Vi b~B~t.t 
~~tJ~nm~~n~11 

• A1~i1m~btJ~tJt.t~~"~1t.tB~1~bfl~~A-r~ b~t.t 'VlnA~~'VIrr~'VIll~m1ll..S1btlt.t 1"' 
' 

m~ 1 i~1t.t 'VI~B 1 t.tmru~i1m1ll..S1b tlt.t~B~ 1-rr~1t.tb tlt.t~~ tJ~ b 1mt.t1t.t 

nfl1~bU~tJt.t~~"~1t.t'Vln rn b~Bt.t btlt.t~t.t 
' 

0 1 t.tmru~1lJ:i1m~tJnllii~1t.IB~~'VIoU1bfl~B~flBll~1b~B~ ~B~i1mmm~UB~ nt.tm~ 1 i 
~1"' 1~tJuAA~~"'~mlili1~'VI5bb~~'VI-u1~b~tJ1-rrB~ b ~"' n1V1t.t~ 1.Xm .rr~1t.tBBn~1n 

' " 
~~Um1t.t (log out) 1t.t~1~b1m~iJ1\il'B~tJnu~~1t.I~'VIoU1bfl~B~flBll~1b~B~ btlt.t~t.l 

o 1 t.tmru~i1m1ll..S1b tlt.t~m i~1t.t~~ b tlt.tb~1·tm~-rrBllmh9rui1m~ 1.X~'Vl5m -rr~1t.t 
\1 \1 v \1 

~1tJ~t.t 1.X"1ll1~m-rr1~~'VI~mbm "llbU~tJt.tbbU~~-rrBll~"lJB~~t.tbB~ 1\il b ~"' m~ share 
\) 

files btlt.t~t.t ~~~B~btlt.tm~1.X~'Vl5bU'V'l1~~1tJ'VI~mu'V'l1~n~llbVhJt.t bb~~~B~tJm~n 
' 

m~ 1.X~'Vl5~~n~111 t.tmru~1lJi1m1ll..S1btlt.tbb~1 bb~~b~1"llB~-rrBll~~B~i1'VIrrmnt.t 
\) .... 

o m~ 1.X~'Vl5~~n~11 bb~~~B~fl1'VIt.tm~tJ~nmm~ 1 i~1t.t bb~~~~~um~ 1-rr~1t.~Vi't.~Vib~B 
~ v ' 
'Y'ltJ~~tJ~nm~~nm1 

0 1 t.tmru~:i1fl11ll..S1b tJt.t~B~ 1.X~'Vl5Uflfl~~t.l 1.Xi1~'VI51-rr~1tJ~~UUflBll~1b~BTI tJ 
' 

rrn~ru~UnbQtJ'VI~Bi1fl~11 ~B~i1.fft.t~BtJ'VI~BiTitJnllij bb~~~B~i1f11~"lJBBt.l~~ 
' d.J ' 

~1n~i1eJ1t.I1~'VIoU1~'Vlnfl~~ Ut.~Vim'VI~e.Jmb~~fl11ll..S1btlt.t ~1ll~~~B~fl1'VIt.l~ 
" ' ' 

~~tJ~ b1mm~ 1-rr~1'U bb~~~~~um~ 1-rr~1t.tVi't.tVib~B~t.t~~tJ~ b 1m~~n~11 

rn. m~fl1Uflllf11~1i~1t.IUQJ:fi~1tJ~Bmi~1t.t (user account) bb~~~~"~1t.t (password) , v 

o ~B~:n~~uu~~1~"BU~1~t.t~~~bb~~~'VI5m~b .rr11 i~1t.t"lJB~m .rr~1t.t (identification 
\) 

and authentication) nBt.tb.rr1?i~~UU~1t.tflBll~1b~B~Vi-r~nllb~tJ~'V'lB b~t.t fl1'VIt.l~ 
" ' 

~~"~1t.t1.Xmmbnm~m~b~1 btlt.t~t.t bb~~~B~fl1'VIt.t~ 1.Xm.rr~1t.tbb~~~~1tJi1 user 
" 
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lvttl]bb'U~'t111~i1rr.n~tn1~'U~1 b ~1B'n~'j 
• fl1'j1iB'n"tJ'j~Ylbl"l~th~mru b-d'U : ; < > bU'U~'U 

• ~1vt-rum.U~1'U~11LJ fl'J'jb'lJ~~'U'joX?f~1'UeJ~1~il-emvm 61 b b~eJ'U 
~ ' I 

?h'UrnoU~1'U~m~'Vl6Ylbl"l~ b-d'U ~u~vt1'j'j~LJU (system administrator) 
~ ~ 

bb61~rnoU~1'U~~~~1nLJ'j~LJU (default user) bU'U~'U fld'jb'lJ~~'U'joX?f~1'U 
~ 

' "' "' eJtn~'Uel~VJn 1 r;n b~eJ'U 

• 1 'Un1'jb LJ~ ~'U'joX?f~1'Ubbl'i61~fl~~ 1~fld'jfi1vt'U~'j-x?f~1'U 1 Vl~ 1 ~J1 
"' 

"tleJ~ b~~fl-r~?f~vh~ 
' 

• hlm'jfllvt'U~'joX?f~1'UeJ~1~btl'UbbUUbbt:-J'U b-d'U "abcdef" "aaaaaa" 
~I "' "®\vr;nc(ctb" b u'U\91'U 

• 1~f11'jfllvt'UmoX?t~1'U~b~~1-ifmnurni~1'U b-d'U ~eJ 'U1~?fn61 
~ ' 

l'U b~eJ'U tJbi1~ ~eJ~ btl'U~'U 
~ 

• 1~fl'J'jn1vt'U~'j-x?f~1'Ub U'UrhPi'~Yi~eJ~ 1 'U~~U'U1'Um~ 
~ ' 

• m'jn1vt'U~'oil1'U1'UA~~~~eJ~ 1 ~0 -u~1'U 1rhoX?t~1'Ue:J~ ~~ 1 'U'Vl1~LJ5-lm 
1~~~1 1 LJl:!Jm'jbn'U cr r1~~ 

• fl'J'ji115m'j~~~~'j-x?f~1'U 1 ~bbnrn -u~1'UeJ~1~-r~n~bb61~'lJ61eJ~n~ b-d'U m'j 
~ ' 

1~61leJ~U~t:-Jt!n btl'U~'U 

• 0 i~1'UmJi'-ru'joX?f~1'U1 'UA~~bb 'jn (default password) vt~eJ 1Jl-ru 

'joX?f~1'U 1 wJ fld'jb'lJ~~'U'joX?f~1'U,!'U 1~~YJ'UVl 
• rn -u~1'Ufl'J'jbflu'joX?f~1'U 11bu'Um1~6i'u vr~d 1 'Umru~iJm'j~'J~~ 

~ ~ 

'j-x?f~1'U 1~~Uflf1615'U m -u~1'Ufl'J'jbLJ~~'U'j-x?f~1'U 1~~YI'UV1 ' ~ 

o ~eJ~iJ'j~uumwif1'joX?f (encryption) 1~~~bnmoX?1~1'Ub~mJeJ~n'Un1'j~'J~ivt~eJ 
bbm "tJ b LJ~CJ'Ubb LJ61~ 

o ~eJ~I')'j'JiiJ?feJU'j1~~eJrn -u~1'U"UeJ~'j~um1'U?hri'ru'" eJ~1~?tJ1b?f~eJ bb61~~1bil'Um'j 
~ v 

m11il?feJUUru~h1CJ~eJrn oU~1'U~iJLJ)iJ~'Vl61 oU~1'U'j~LJU bb~1 b -d'U uru;;h1~~eJ"tleJ~ 
v ~ v 

~i.Tm1'U~meJeJmb~1 Uqj~'j1CJ~eJ~~~mnu'j~LJu (default user) bU'U~'U ~~eJ~ 
vr~'j~-rum'j1 i~1'U 1~~YJ'UVlb~eJ\91'j'JiiJ~U b-d'U disable 61UeJeJn~U1m~uu vt~eJ 
bD~~'U password bU'U~'U 

((_ m'j-rn~1f111~'lJ61eJ~nCJ'j~LJUfleJ~Yl1bl'1eJ1bb&.hhCJ (Server) 

0 ~ eJ~iJ~'U \91 eJ'Uvt~ eJ15LJ5u~1 'U nl'j\91 'j'J lil?feJU n1'j-r n~1f111~D61 eJ ~n ~ 'j~LJU 
fleJ~Yl1 bl'1eJ1bb~-d1CJ bb61~ 1 'Umru~~u11i1m'j 1 -u~1'Uvt~mLJ~ ~'Ubb LJ61~rh 
parameter 1 'U6i'n~ru~~e:J~LJn~ lil~~eJ~~1btJ'Un1'jbbm"tl 'j'J~vr~i1n1'j'j1CJ~1'U 
b~CJYJ'UVl 
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0 l?i'eJ.:lbtJ~1-liu~m'a (service)~ b'Vh~~1btJ'U ~-:~d Vl1fl'U~n1'a~-.;hbtJ'UI?i'eJ-:~1-li 
iJm1~b~CJ'I~eJ'a~uu-rm~1m1~LJ~eJ~DCJ l?i'eJ-:~iJ~1~'afl1'atJe:J'Itl'Ub~~b~hJ [M] 

0 l?i'e:J-:J~1bi1'Um'a~~~'l patch ~~1btJ'U'UeJ'I'a~'U'U'I1'U611AqJ b~m~~-cie:J-:~1 Vl'J~1'1 1 

'Ue:J'ILD'abbmm~uu (system software) b-ci'U 'a~uuLJ~'IJ~m'a DBMS bb~~ web 

server btJ'UI?i''U eJ~1'1?lJ1b?l~eJ 
0 fld'a'Vl~?le:J'U system software b~mnum'a-rrn~1fl11~'tJ~eJ~DCJ bb~~ 

LJ'a~~'Vl5myjm'a 1 -li-:~1'U 1~CJ~l1 LJrieJ'U~~~'~ bb~~Vl~'l'i\11 nm'abbm 'llvt~mJ1'a-:~-rmn 
' 

0 fll'alJbb'Ul'Vl1'1LJ~'IJ~1'Um'a1oU'I1'U software utility b-ci'U personal firewall 
~I IV 1"' ' password cracker b u'U~'U bb~~~'al"i1?le:J'Un1'a '1J'I1'U software utility e:JCJ1'1 

?~J1b?l~e:J m'arhvt'U~'Uflfl~-ru~~'de:Ju 1 'Um'arhvt'U~ bbm 'U vt~m LJ~ CJ'Ubb LJ~-:~ri1 
' 

ct. n1'a'U~Vl1'a~~n1'abb~~m'aml"i1?leJ'U'a~'U'Ubfl~eJ~1CJ (Network) 

o l?i'eJ-:JbbU'IbbCJm~uubfl~eJ~1CJ 1 ~btJ'U61~~l'U~1~n1'a 1 oU'I1'U b-ci'U ~l'Ubfl~e:J~1Wl1CJ1 'U 

~l'Ubfl~e:J~1Wl1CJ'Ue:Jfl ~l'U DMZ btJ'UI?i''U 

0 l?i'eJ-:~iJ'a~'U'UtJeJ'Itl'Un1'a'Umn b-ci'U firewall btJ'UI?i''U 'a~Vll1'1bfl~e:J~1Wl1CJ1'Un'U 
' ' 

bfl~e:J~1Wl1CJ'Ue:Jfl l?i'eJ-:~iJ'a~uuml"i1?1eJ'Um'aummb~~ m'a 1 -li-:~1'U 1 'U~m~ru~~ 
' ' 

~ ~LJ fl ~ ~1'U'a~'U'U 

bfl~e:J~1(J 1~CJeJ~1-:JiJeJCJI?i'eJ'IlJn1'al'1'al"i1?leJ'U 1 'Ub~eJ'I~'I~eJ 1 LJdeJ~1'l?IJ1 b?l~e:J] 
• fll1~yjCJ1CJ1~ 1 'U m'aumn~1'U'a~uu bl"l~e:J~1CJ 

' ' 
• m'a1oU'I1'U1'U~moJru~~~~LJn~ 
• m'a 1 -li-:~1'U bb~~ m'abbm 'llb'tJ~CJ'Ubb LJ~-:~'a~uubl"l~e:J~1CJ 1~CJUI"ll"l~~hH:J 

' 0 ll.r::::.l.c::::i ll 

e:J1'U1"i1Vl'U1'Vl bfl CJl'UeJ'I 

0 l?i'eJ-:~~~vl1bbr.:.J'U~'I'a~'U'Ubl"l~eJ~1CJ (network diagram) ~'llJ'a1CJ~~bBCJ~b~mnu 
'Ue:Ju b 'IJl')'IJeJ'Ibl"l~eJ~1wl1(J 1 'U bb~~ bfl~e:J~1wl1CJ'Ue:Jn bb~~~LJmru~1-:~1 yj~e:J~~'~ 
LJ-ruLJ'a-:~1 ~b tJ'UD"i1"i1D'UeJ~b?l~eJ 

' ' " 
o 1?1 e:J-:~~'al "i1 ?le:Ju b~ CJl nu m1~LJ~ e:J~.fi' CJ'Il e:J-:~ e:JLJ mrul"l e:J~vh b~ e:J~ri e:J'U b ~m.J ~ e:Jnu 

' 
'a~'U'Ubfl~e:J~1CJ b-ci'U ml"i1?le:J'Ub-r?l l'1'al"i1?leJ'Un1'afllVl'U~rl1 parameter ~1'11 

b~CJl num'a-rmnm1~LJ~e:J~.fl CJ b tJ'UI?i''U bb~~l?i'e:J-:~Iii'~ m'ab~eJ~~ml"l~eJ-:~ 
l"leJ~~lbl'1eJ~ (physical disconnect) bb~~~~b~eJ~~eJ (disable port) ~hH:Jwn~ 
~1 b tJ'U\>leJ'Ib ~e:J~~e:Jtl'U'a~uu bfl~e:J~1CJ e:Je:J fl"i11m~uu bl"l~e:J~1CJ 1~CJ~'Ub :U-:~ 

o 1'Umru~iJm'aboV1~'1'a~'U'Ubfl~eJ~1CJ1'U~n~ru~ remote access Vl~e:Jm'ab~eJ~~eJ 
bfl~eJ~1CJ.fi1CJ'Ue:JflL~CJ1-li modem (dial out) l?i'eJ-:~1~-rum'aeJ'U:W'~"i11fl~lJB1'U1"i1 

' " 
vtih~bb~~lJn1'afld'Ufl~eJ~1'1boV~'Il~ b-ci'U m'a1oU'a~'U'U call back n1'afld'Ufl~ 

' ' 
m'abtJ~tJ~ modem m'a~'al"i1?le:Julii'll'1'U"i1~'1bb~~~'Vl5'1lmm -li-:~1'U m'a'IJ'UVin 

" 
'a1CJ~~b5CJ~m'a 1 oli-:~1'U bb~~ 1 'Umru dial out nm'alii'~m'ab~eJ~~ml"l~eJ-:~ 
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fle:Jl..l~1b~e:J~vfl -b'b~mJ~e:re:Je:J n~1m~'U'Ubfl~e:J·lhCJmCJ 1 ~ b'\J~~~ ~1l..l~.:l~e:J.:~ 
~~m~b ~e:Jl-l~e:Jm~bi1t'i.:~~.:~n~11 b~e:J 1l-l 1 -b'-:11~bb~1 

o m~rhv'l~~~flfl~~u~~"lle:J'U1~m~n1VI~~ bbm"ll Vl~mLJ~CJ~bb'tJ~-:~~1 parameter 

~1.:11 "lle:J.:~~~uubfl~e:J~1CJ bb~~~LJmcl~1.:~1 ~b~e:Jl-l~e:Jnu~~uubfl~e:J~1CJe:J~1.:~ 
-a'~b~~ bb~~fl1~iim~'Yl'U'Yl1~m~n1VI~~~1 parameter ~1.:11 €1~1-:!Ue:JCJtl~~fl~'l 
~e:Jn~1n.fl m~rhvt~~ bbm"ll Vl~mLJ~CJ~bb'tJ~-:J~1 parameter nm~bb~.:!LJflfl~~ 
b~CJJ.ffe:J-:~1 Vl~'U'Yl~1'U'Ylflfl~.:l 

' 
o m~1-b'bfl~e:J'liie:J~1'l1 (tools) b~e:J~~1~b~m~'U'Ubfl~e:J~1CJ m~hi'-rum~e:J~~~1fl 

~iirl1~1~vtu1~ bb~~~1n~m~ 1 i-:~1~bUYi1~ b vh~~1btl~ 
" 

b. m~'U~VI1~f11~b'tJ~CJ~bbD~'l~~'U'Ufle:Jl..l~1b~e:J{ (configuration management) 

o ne:J~m~b'tJ~CJ~bb'tJ~'l~~uubb~~e:JLJmclfle:Jl-l~1b~e:J~ m~iim~LJ~~biJw:.mm~'Yl'U~ 
' 

b~m.ffe:J-:J bb~~t'T~Vi nm~b LJ~ CJ~bb LJ~-:J1 Vfbtluu~~t'T~e:J~ b?ll-le:J ~1l-lt'i'l 
' " 

~€1?11~ 1 Vf~~ b~m.ffe:J-:~1~-ru'Yl~1'U 
" 

0 fl1~~~~.:1"1Je:JvJ~ bb 1~b vh~~1 b tl~bbnfl1~ 1 i'l1~ bb~~tlfl~€J'l~1l.J~"ll~'Yli 
" 

~. m~11-:lbbt-J~fl1~~€J'l~'ULJ~~~'Ylt.fl1Vi"lle:J.:I~~'U'Ufle:Jl..l~1b~e:J~ (capacity planning) 

o ~e:J'l'tJ~~biJ~m~ 1 -b'-:~1~~~'\J'Ufle:Jl..l~1 b~e:J~~1A'1J 11~1-:JVIU1 b ~e:J~e:J.:~-rum~ 
1 i-:~1~ 1 ~€J~1fl~ 

~. m~'l1e:J.:~n~b-r?! bb~~ malicious code 

o ~e:J.:~iil-l1~~m~'l1e:J'ln~ 1 1-r?!~iiLJ~~~'YltmYi bb~~LJ-ruLJ~-:~1 Vlb tl~u~~t'T~ 
' ' 

€J ~ b?ll-l€J~1V!-ru bfl ~e:J.:~ fl €Jl.J~1 b~ €)~ bbl1~1 CJ bb~ ~ bfl~e:J.:~fl €Jl.J~1 b~ e:J~"lle:J'lm i'l1~~ 
" " 

b ~e:Jl.J~e:Jnu~~uu bfl~€J~1CJ'Ylmfl~€J'l b -d~ ~~~.:~"'Je:JvJ~bn~'l1e:J'ln~ b-r?! btl~~~ 
' 

o ~1CJfl€JlJ~1 b~e:J~m~~~vh~iie:J 1 ~m~'l1e:J.:~n~ 1 1-r?11 Vi'bbnm -b'-:~1~b ~e:J 1 -b'b tl~ 
" " bb~1'Yl1-:JLJl]t'T~ ~1l.J~'lbb~'lbb~~ 1 Vfm1l..libbneJli'l1~b~mnu b-r?!"llu~ 1 Vlli1 €1~1-:J 

' 
?!~1b?ll.J€J 

o fl1~fl1'Ufll-liJ1 Vfm i'l1~~~~um~1-b'-:~1~ (disable) ~~uu'l1e:J.:~n~ 1 1-r?!vtl~~~~'l H 
' " 

bb~~m~bb~.:~uflfl~~ b~CJ1ie:J'lViuVil ~mru~Viu'i1ffi 1-r?! 
' 

Q.J d d . 
~. 'U~'YlflbVie:Jfl1~~~1~?!€J'U (audit logs) 

0 ~ €1.:1 rl1VI~ ~ 1 Vfij m~t'J~Vj fl fl1~Vll-:11~"ll€l.:I~~'U'U fl €Jl-l~1 b~€1 ~ bblJ~1 Clbb~~ bfl~€1~1 CJ 

1.'T~Vinm~LJlj~'l1~"lle:J.:!eJl i'l1~ (application logs) bb~~u~Vim1CJ~~b~CJ~"lle:J'l 

~~'U'U'l1mn~m~~fl1fl b-d~ 1.'T~Vinm~b.ff1e:Je:Jm~'U'U (login-logout logs) u~Vin 

mwm1CJ1l..lb.ff1~~~'U'U (login attempts) u~Vinm~ti command line bb~~ 

firewall log btl~~~ b~e:JLJ~~LCJ"ll~1~m~1im1~?!e:J'U bb~~~e:J'lbnuu~Vin 
~.:lfl~11Lle:J~1-:IU€JCJ rn b~€1~ 

o fl1~ii m~~ ~1~ ?!e:Jut'T~Vi n m~LJl]u~-:J1~"llB'leJl i-:J1~ eJ ~1.:~?1~1 b?ll-le:J 
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o ~B'~mTim~i1mn\.mTabm "V b LJ~CJ'UbbLJ~-:J,J-uVin~1'~1 bb~~-:6'1n~~Vl15m~b·ihti-:J 
D'UVin~1'111 ~bO'W1~'1.Jflfl~~ b~CJ'".loUe:J'I b vh,!'U 

1~tJ'lh~&'l'lfl • 
m~muflllm~~\9ll'U1 vt~mbm "lJb LJ~ CJ'Ubb LJ~'~~~uu'I1'Ufle:Jll'W1 b~B1i11~"LJ~~~'~fib ~e:J 1 ~ • • 

~~um1'U fle:Jll'W1 b~ B1~1~1'u m~~\9ll'U1 vt~e:J bbm "V b LJ ~ CJ'U bb LJ~'IiJ m~LJ~~ll1~ ~~~m1~ e:J'Imu~'".l'U 
" bb~~btl'U11Jml!m11l~e:J'I"lle:J'I0i'I1'U ~'1btl'Uf11~~~fl111lb~CJ'I~1'U integrity risk 1~CJiJb'\1m,n 

me:Jufl~llm:::u1'Uf11~~\9ll'U1 vt~mbm"VblJ~CJ'UbbD~'I~.:~bb~b~ll~'U~'~1~bbnm~~e:J.:~"Ve:J ':il'Uti.:~m~ 
' 

'tJ1~~uu-:~1'U~1~1'u m~~\9ll'U1 vt~mbm "V b LJ~CJ'UbbLJ~-:~1 LJ1 oU'I1'U':il~'~ 

bb 'W1Vl1'1tl~u~ 

(9). m~n1vt'LJ~.rr'Ut91e:J'Wf11~LJ~,j~-:~1'U 
o fl1~i1.ffut91e:J'Uvt~e:J1TioJ~u1i1 'Um~~\9ll'U1vt~e:J bbm "Vb oJ~CJ'Ubb oJ~.:~~~uu-:~1'Ub tl'U 

~1CJ~n~ruern~~ 1~CJe:J~1'11Je:JCJm~iJ.Ue:Jn1vt'U~b~mnu~'Ut91B'U1'Un1~~e:J.:~"Ve:J 
.ffut91e:J'U 1 'Um~~\9ll'U1vt~mbm "Vb oJ~ CJ'Ubb oJ~.:~ .ff'U(91 e:J'U 1 'Um~Vl~~e:Ju bb~~.rr'Ut91e:J'U 
1 'Uf11~ be:J'U~1CJ~~'U'U-:11'U 

o fl1~iJ.ff'Ut91e:J'Uvt~e:J1TioJ~u~1 'Umru~iJm~bbm "lJboJ~ CJ'Ubb u~.:~~~uu-:~1'Ufle:Jll'W1 bt91e:J1 

1'Umru~m~'U (emergency change) bb~~m~iJm~u'UVimvt~~~m111-:6'1btl'U 
' .., vc:.. t.ld 0 tJ Cll <V 

u~~"Ve:Je:J'Ullt91':il1n~lle:J1'U1':ilvt'U1VlVlnfl~'l 
' " , 

o m~~e:J~1~b~mnu~1CJ~~ bBCJ~"Ve:J.:~.ff'Ut91e:J'U~'~n~111 ~m i-:~1'Ubb~~uflfl~~ 
" ' 

b~CJ1oUe:J.:J1~1'uVJ~1'Ue:J~1-:~vi'1ti.:~ 'W~e:Jll~'lm'U~ll 1 ~iJm~oJ~~t9111l 

... 
\v.(9) m~~e:J'I"Ve:J 

o m~~e:J'I"Ve:J 1 ~iJm~~\9lJ'U1vt~e:J bbm "VblJ~ CJ'Ubb oJ~'I~~um1'Ufle:Jll'W1 bt91e:J{ ~e:J'~~~vh 
1~btl'UmCJ~n~rueJ'n~~ (m':ilbtl'U electronic transaction b'li'U email btl'U~'U) 

bb~~ 1~1''Ue:J'U~~':il1n~i1rl1'U1':ilvt111~ b 'li'U 'l-11vt111~1W1'U~~e:J.:J"Ve:J 'l-11vt1J1~1CJ 
' " 

fle:Jll'W1bt91e:J1 btl'U~'U 

o m~iJm~oJ~~ bil'U~~m~Vl'U"Ve:J.:~m~b oJ~ CJ'UbboJm~~h~'ilJb tl'UmCJ~n~ruern~~ ~'~1 'U 

~1'Uf11~U~U~'I1'U ( operation) ~~uu1'n~1fl111lU~e:J~JlCJ (security) bb~~m~ 

vl1.:11'U (functionality) "lJe:J.:J~~'U'U.:J1'U~b~CJ1oUe:J.:J 
o fl1~~e:J'UVl1'Un-Dbnru"V1"Ve:J.:JVl1'1m~~b~CJ1oUe:J.:~ b tie:J.:~':il1nm~bbm "V b oJ~CJ'Ubb oJ~-:J1 'U 

vt~1CJmrum':il~.:~~~m~Vlul'ie:Jm~oJ~~t9111ln-Dbnru"V1"Ve:J'IVl1'1f11~ 

lv.lv m~LJ~u1i-:J1'U~\9ll'U1~~um1'U 

0 ~e:J.:Jbb u.:~ bbCJn~1'Ufle:Jll'W1 bt91e:J{~ffi 1?hvt1'um~~\9ll'U1~:::uu-:~1'U (develop 

environment) e:Je:Jn':il1n~1'Umi-.:~1'U':il~.:J (production environment) bb~~ 



61Tw 

1'11:W~n~'"n e:JT'il bb u\11~() 1 off bfl~e:J\Ifle:J:W'Wl bt'le:J{fl'U~~ bfl~e:J\1 vt~mbu\11~(Jn1J 
~~b -de:J~11m(J 1 'Ubfl~e:J\Ifle:J:w'W1 bt'le:J{b~m n'UfiH1 

o ~~~f)\l"lJf) JJ:lJ~\Im .ff\11'U~b~ (Jlie:J\Ifl'JJij61l'U~l:w 1 'Um~'\Jl'Un1J~~'U1'Vl~f) 
v v 

bbm "llbtl~(J'Ubbtl~\1 b ~e:J 1 lilW~'U1J~'\J'\J\11'U 1~m\ln'\Jm1:wl'i'e:J\ImJ 
0 fl'JJI'1J~'Vl'un~\IJ~'U'\J-rm~1fll1:Wtl~e:J~Jl(J (security) bb~~b?l~m.fl1'V'ln1Jvl1\11'U 

(availability) "lle:J\IJ~'\J'\J\11'U~\Ibb1'1l 'U-dl\lb~:wl'i''U"lle:J\1 n1J~~'U1 vt~e:Jn1Jbbm "lJ 
btl~(J'UbbU~\1 

\v.m n1JVl~?le:l'\J 

o ~~~f)\1"1Jmb~~~1(Jfl e:J:w'W1 bt'le:J{ JJ~~\Im .ff\11'U~'U~ b~(Jlie:J\1191 e:J\Iij61l'U~l:w v v 

1 'Un1JVl~?le:l'\J b ~f) 1 ~~'U h11J~'U'\J\11'Ufle:l:W'Wl bl'l e:J{ffi~-r'Un1J~~'U1 'Vl~f) 
bbm "ll b tJ ~ (J'U bb tl~\lij n1Jvl1\11'U~ij'IJ J~~VJ5 m'V'l ij mJtlJ~m~ e . .m~t1 nl'i'e:J\Im'\J ~l'U 

v 

bb~~ b 'iJ'U 1 tl1'11:Wfll1:WI'i'e:J\In1Jtle:l'U~"il~ 1e:J'U~1(J 1 tJ1 .ff\11'U"il~\l 
o 1 'UJ~'U'U\11'U~1AtlJmJijwt.h (J\11'Uvt~e:JV1:w\11'UB?IJ~ bi1ml"il?!e:J'U11ijmJtl5u~ 

1'11:W~'UI'1e:l'Un1J~~'U1 bb~~n1JVl~?le:l'UJ~'U'\J tle:l'U~"il~ 1e:J'U~1(J 1 tJ 

1i\11'U"il~\l 

\v.~ n1J 1e:J'U~1(JJ~'\J'\J\11'Ub ~f) 1 .ff\11'U"il~\l 
o l'i'e:J\11'1Jl"il?le:J'Un1J 1e:J'U~1(JJ~'U'\J\11'U 1 ~tlnl'i'mflJ'U~l'Ub?I:We:J 

v 

lv.ct n1J~~vl1be:Jn?i1Jbb~~J1(J~~bB(J~t]J~ne:J'Un1J~~'U1J~'U'\J\11'U bb~~~~bfl'\J version "lle:J\1 

J~'U'\J\11'U~1~-r'\Jn1J~~'U1 
o l'i'e:J\1~~ 1 ~ijmJbn'U.ffe:J:wm1(J~~bB(J~b~(Jlrl'U 1 UJbbm:wm .ffe:J(Jl 'UU"il"ilU'U ~'~ij 

v v ' 

J1(J~~bB(J~ b~mn'\J n1J~~'U1 vt~e:J bbm "llb '\.J~(J'Ubb 'IJ~\1~~1'U:l.l1 
o l'i'e:J\Itl -r'UtlJ '~ be:J n?~1JU J~ n e:J'U J~'U'\J\11'U~\Ivt:W~vt~\l"il1 n~1~~~'U1vt~e:J bbm "ll 

' 
btl~ (J'Ubbtl~\lb~e:J 1 ~Yl'U?i~(Je:J ~ b?I:We:J b -d'U be:Jn?i1JtlJ~ne:J'\JJ1(J~~bB(J~ 1m\1?!~1\l 

v 

.ffe:J:w~ fiije:JJ~'U'\J\11'U Vl~ bD(J'UJ1(J~e:J~ij~VJ51 i'I1'U ~'UI'1e:J'UmJv11\11'U"lle:J\11 tlJbbm:w v v v 

bb~~ program specification b'iJ'UI'i''U bb~~l'i'e:J\I~~bfl'\Jbe:Jn?i1JI'11:W~n~1l1 'U~ 
tl~e:J~Jl(J bb~~?!~~ln~e:Jn1J 1 .ff\11'U 

o l'i'e:J\I~~bfl'\J 1 tlJbbnJ:W version tle:J'Un1J~~'U11il.ff\11'U 1 'Umru~ version U"il"ilU'U 
' 

vl1\11'U~~'V'lm~vt~e:J 1~?~1:l.l1Jt11 i'I1'U 1~ 

\v.b n1JVl~?le:J'\J'Vl~\ln1J1i\11'U (post- implementation test) . 

o mJn1vt'U~ 1 ~ijmJVl~?~e:l'UJ~'U'\J\11'U~1~-r'\J mJ~~'U1 vt~mbm "llbtl~ (J'Ubb tl~\1 
vt~\l"il1nffim i\11'UJ~(J~vt~\l b ~f) 1 ~~'U h11mJvl1\11'UijtJJ~~Vl5m'V'l mJ 

tlJ~:wl~e-J~tlnl'i'e:J\IflJ'U ~l'U bb~~b 'iJ'U 1 tll'11:wm1:wl'i'e:J\ImJ"lle:l\lm i\11'U 
v v 

\v .b'll n1J~e:l?i1Jn1Jb tl~ (J'Ubb tl~\1 
o l'i'm~e:J?~1JmJb tl~ (J'Ubb tl~\11 ~m i\11'U~b~(Jlie:J\11~-r'UVlJ1'Ue:J~1\I~l~\l b~e:J 1 ~ v 

?!1:W1Jt11i'I1'U1~e:J~1\It1nl'i'e:J\I 
v 



n1'a6h'aeJ{loUmJ~bb~~'a~UUflB:UW1bV!B{ bb~~n1'abVI'it.~:U'V'l~B:Un'aruumU'U (Backup and IT 
~ . 

Continuity Plan) 

m~~T;ieWilB:u~bb~~~~uuflen.rvhb191eJ1 bb~~m~b191'itJ:u'V'l~mJmru~mbutJ iJ119lt~'th~?l\lA 
'U • • 

b ~€11 VfiJoilmJmb~~~~u'Ufl€l:U~1 bl91€l1~Tt,r~'um~ 1 otl\l1'U 1~€1 ~1\l~m ~€1\l iJtJ~~~VlBm'V'l bb~~ 
'U 

1'Unm~~mm~ (availability risk) hmiJb-dmnm€l'Ufl~llb~cnnubb'U1Vl1\ln1~~1~€l\loilmJ~bb~~ 
• 'U 

~ 6' ~ c; <v ~v.t:::~.:f ~ v 

~~uu r1 €lll'V'l1 b\91 eJ~ ~1l1Vl\l m~Vll?l?I€1'\.J bb~ ~ m~ bfl'U~n~1 'U €l mn ntJ CJ\lll b 'U €JV!1m€l'Ufl~ll bn CJ1 nu • 

u 'U1Vl1{JulJu~ 
(9). m~~1~€l\loiJ€lllmb~~~~uufl€lll~1bl91€l1 

(9).(9) f11~~1~€l\l 

o ~€l\l~1~€l\loiJ€l~~~1~11JVl1\l~~n~ ~1lln\l1 tl~bbmll~~uutll)D'~m~ 

(operating system) 1 tl~bbmm~'U'U\l1'Ufl€lll~1bl91€l1 (application 

system) bb~~'/ll?lrhi'lffi oilv11\l1'U 1 Vlfl~'Utl1'U 1 Vl?l1ll1~1l'V'l~€lll 1 otl\l1'U 1~ 
' ' .. 

€JCJ1\l\91€lb 'U€1\l 

o m~iJ.frtJ\9leJ'UV!~eJ1Btll}'tJ~1 'Um~~1~eJ\loiJeJ~~ b ~m U'Ubb 'U1Vl1\l1 Vfbbn 

~tll)'tJ~\l1'U bl?ltJ€J~1\lilmm1~iJ~1tJ~~ b~CJ\?1 ~\l.Q 
• oiJ€llJ~~~€l\l~1~€l\l bb~~fl11llffi 'Un1~~1~€l\l 

'U 

• tl~~bf1Vl~€JLJ'U~f1 (media) 

• "il1'U1'UVi~€l\l~1~€l\l (copy) 

• .fr'U\91€l'Ubb~~1Bm~~1~m11?1CJ~~ b~CJ\?1 
d ~Q c:o: QJ .d Q..l .e£ 

• ?ltll'UVlbb~~15n1~bf1'U~f1~1?1€l'U'UVlf1 

0 fl1~ilm~LJ'U~nm~tll)'tJ~\l1'U (Log book) b~CJ1tl'Un1~~1~€l\loil€l~~'U€l\l 
i..l t~d.d II 11 ..:::1 

b ~1V!'U1Vl b 'V'l €1191~1 ~?1€1'\.J fl11ll 11 n\91 €1\l mu m'U bb~ ~fl1~ll m~\91~1~?1€1'\.J 
'U 

(9). 1v m~Vll?l?I€1'\.J 

o ~€l\lVl\?l?l€luoiJ€llJ~~1~€l\l€l~1\li!eJCJtJ~~ (9) fl~\l b ~€11 Vf~'U h 1~11-iJeJll~ 
'U 'U 

~1ll~\l1 tl~bbmll~~uu~1\l1 ~1~~1~€l'l1l' ilm1ll~n~€l\lfl~utl'1'Ubb~~ 1oli 

\l1'U1~ 

o r11~iJ.frtJ 191 €l'UV!~ €liBtll}'tJ~1 'U m~Vll?l?l€lu bb~~ mTu 1-iJ €1~~ ~1~m~1n~ €l 

LJ'U~f1ll11 otl\l1'U 
G "' 

@).bfl n1~bf1'U~f1~1 

o ~€l\l~l?lbnu~€l'tJtJ~noiJ€l~~~1~€l\l 'V'l~€lll~\l~1b'U1.fr'U\91€l'UV!~€liBtll}'tJ~ 
~1'l11l''U€ln?lm'U~ b ~€lfl11lltl~eJI?lti'CJ 1 'Umru~?lm'U~tll)'tJ~\l1'U 
1~1''Ufl11ll b~ CJV!1 tJ b\?1 CJ?Itll'U~~\l f1~11 ~ €1\l~\?11 VfiJ~~'U'U 1"11'\.J fl:U f11~ • 



- (9)g) -

b -ii'1t~t1n bb~~~~tJtJ'IJt~~n'Urn1:wb~CJvt1CJ~1:w~n~111 'W-ilt~ Physical 

Security ~1CJ 

0 1 'U mru~lil1 b tJ'Uiii' tl~~~ bn'Uoil 'tl:Wm tJ'U~~ CJ ~ nm'U1'U nlii' tl~rhu~~~i5m~ 
'U 

th-ii't~:w~n~u:w1H~1'U1 'Utl'U11"1~~1CJ b'li'U ~1~~bnu-ii't~:w~ 1 'U~mr'UVin 
, 'U 

tb~ b.f1'Vl1~ nlii' tJ~iJ fl1~ bfl'U t~'\.Jmrubb~ ~"lltl~vl bb 1~~ b~m-il tl~~1vt'!'U 
' 

H'~1'U~m1'WVin'\.J~~b.n'Vl~'U H~1m 'li'Wn'U b tJ'Uiii''W 

o rn~~~\Jmn~iJ~1CJ~~bBCJ~-1J~ b~'U 1l'u'U~mJ'UVinoii't~:w~~1~'tl~ b ~'tl 1 ~ 
'U 

~1m~twi''Uvt11m~CJ b ~1 bb~~ b ~t~'IJt~~ n'Um~ 1 ~~1'U~m1'WVin~~~m~ 
o m~-u t1 1 ~~1'U~mJ'WVi n-il t~:w~ ~1~t~~rn~ 1~-!L.J t~'Uim~ 1 n~iJrl1'U1~vt1!1~ 

'U ' 'U 

bb~~ rn ~~~vl1'Vl~ b u CJ'U A:W m ~-ru bb~ ~~~:wt~u~mJ'WVi n-il t~:w ~ ~1~'tl~ 1~ CJ 
' 'U 

m~iJ~1CJ~~bBCJ~b~mnu~-!u ~~~ ~t~'U~~ '\.J~~b.n'Vloii't~:w~ bb~~b1m 
\1 '\.1 '\J Cj 'U 

o m ~iJ.ff'U ~t~'U m~v\'1m CJoii't~:w~ ~1 r1 ru bb~ ~~m1'WVi nffi:w 1m ~~1'Ubb~1 , v 

~~~1:w~~oii't~~~~1AqJ(;h~11 'U~n~~~?ln~~~A1~t~~1 'U recycle bin 

Cll 1.1 .::::.1 ~ 

~. m~bmCJ:w~~t~:wmruom\J'U 

0 lii't~~ii bbt:-J'U\JflbQ'Ub ~tl 1 ~?11:W1~flfl~~'U'Ufltl:W~1 b~tl~Vl~tl~~Vl1~~'U'U ' , 
At1:w~1 b~t~~m'Vl~ bb 'Vl'U 1m~m ~1 b ~t~ 1 ~bn~m1:w b~CJvt1CJ1!t~CJ~M1 

' 

• lii't~~-:il~~1~um1:w~1r1't1J-ut~~~~uu~1'U m1:w61':w~'U~-ut~~bb~~~ 

~~L.Jm1'U bb~~~~CJ~ nm 1 'Ufl1~tlbb~~~~~'U'U~1'U , 
• lii't~~ rhvt'U~~m'U m~ruvt~t1~1~urn1:w~'Ubb ~ ~-ut~~uruvt1 

' v 

• lii't~~ii-rr'U~tl'Ufl1~bbm -uuqJvt11~CJ~~bBCJ~ 1 'Ubb~~~?lm'Um~ru 
• lii't~~rhvt'U~b41vt1!1~-!u~~'ll'tltJ bb~~~iJB1'U1~ 1 'Ufl1~~111~'U h 

'U 

~1:w~~lii' tJ~iJ~1 CJ~tl bb~ ~ b u t~n 'Vl~Pr~Vi-u tJ~u 1"11"1~~ b~ CJ1-ii' tl~ 
' " Vl~Vl:W\11 

• lii't~~ii~1CJ~~ bBCJI11-ut~~t~'\.Jmru~lil1 b tJ'Uiii't~~ 1m 'Umru\Jmu'U-ut~~ 
' ' I I I _.d .:). _. Q.l 

bb~~~~~'U'U~1'U b'll'U ~'U"U'tl~bmt~~A'tl:W~1b~'tl~ Aru~m~ru~ -ut~~ 
' ' 

bfl~'tl~fl'tl:W~1b~'tl~ (specification) .ff'U~1 rh configuration 

bb~~t~'\.JmrubA~t~'li1CJ btJ'Uiii''U 
' 

• 1 'Umru~u~,;''VliJP1'U~At~:w~1 b~t~~~1~t~~ nlii't~~~~u~1CJ~~ bBCJ\11 
'U ' 

b~CJ1n'UI"l'U~fltl:W~1b~tl~~1~tJ~1 ~-1ll11b~'U b'li'U ?lm'U~~~ bbt:-J'U~ , 
b tJ'Uiii''U 

• lii't~~1Hu'\.J~~ bbt:-~'U\Jmu'U 1 ~btJ'Uu~~u'Ut~~b?l:wt~ bb~~bnubbt:-~'U 
q '\ " \1 

omu'U 1l''Ut~n~m'U~ 
' 

o lii't~~'Vl~~t~um~i.Ji)u~~1:wbbt:-l'U~mu'UtJ~1~1!t~CJtJ~~ (9) 1"1~~ 1111CJ~ii't~~b'IJ'U 
m~'Vll11?~t~u 1 'U~m~ru~ m~lil1~t~~?lm'Wm~ru"il~~ b ~t~ 1 ~~'U 1"il1~-:h 
?l1:W1~tn.h 1 u1 m~~~~ 1 'U'Vl1~'\.Ji)u~ bb~~lii't~~iim~u'UVint:-~~fl1~'Vl\11?ltJ'U 11 



- @JCS:: -

0 lumrubi')(;lbVf~m~ruunbQ'W fl1~lJn1~U'WYim1tJ(l~b~tJ(;l"lJ€J~bVI~n1~ru 
' ' ' 

?~1bVt~-umDruVt1 bb(l~16m~bbm -uDruVt1 H~,.w ' ., ., 

-r~fl'l.h::-a~f'l • 
m~miJfl~m~tl~u~~1'Wth~~1~1'WflB~'i'11 b~e.J{iJ1~~tl~~?~~l"lb ~e.J 1 ~ilm~ 1-rr~1'W~~iJiJ 

fle.J~'V11 b~ e.JTI~€1 ~1~fl n~ e.J~ ~ m ~e.J~ bb(l~iJtl~~~'Vl5m'l"' L(;l tJiJ b -d'e.JVt1fl~e.JiJfl(l~ b~ tJ1 niJ bb 'W1'Vl1~ 1 'W 
~ . 

m~fl1iJfl~m~tl~~~1'Wtl~~~1~1'Wfle.J~'i'11b~e.J1~1~1 'li~1~bbtl m~~(;l~1~m~vh~1'W"Ue.J~~~iJ'll 
fle.J~'i'11b~e.J{ m~~(;ln1~DruVt1 m=t~m~mufl~m~~(;l'Vll~1tJ~1'W 'li~btl'Wm~(l(;lfl11~b~m~1'W ., ' 
integrity risk bb(l~ availability risk 

u 'I..!'"J'Vl1~t1llu~ 
(9). m~mu~~m'Jtli]~~1'Wtl~~~1~1'Wfle.J~'i'11b~e.J{ 

o ~e.J~il.rr'W~eJ'WVI~e.J16tJ~~1 'Wm~tl~u~~1'Wtl~~~11 'W~1'W~1~ 1 ~~1rlt1J 
btl'W(l1tJ~n~ruB'mm~e.Jbtl'Wbb'W1'Vl1-:J1~bbnb~1Vt1J1~tl~u~m~fle.J~'i'11b~e.J1 
(computer operator) b'li'W .ff'W~e.J'W1'Wm~bU(;l-U(;l~~'U'U .ff'W~€J'Wf11~tl~~m(l~(l 
.ff'W~e.J'W m~mT'il?le.JiJtl ~~~'Vl5m'l"l mwh~1'W"U e.J~~~uu bb(l ~ ~ 1~1~ b 1m 1 'W n 1~ 
tl~u~~1'W b tl'W~'W bb(l~tl~utl1~.rr'W~B'WVI~B16tl~u~~~n~111 ~btl'WD\l~u'U 
e.J~b?l~€1 

~ 

o fl1~n1Vf'U(;l1 ~b~1Vt1J'1~tl~u~ m~fl€J~'V11 b~B1tl~u11~1'W L(;ltJ~1'Wb~~ bb(l~m~ 
~1fl(;lm~tl~u~~1'WL(;ltJ1-d command line b'Vh~~1btl'W 

o m~n1Vf'W(;l1~iJm~uuYin (log book) ~1tJ(l~b~tJ(;lb~mnum~tl~u11~1'Wtl~~~1 
1 'W~1'W~1~ jL(;ltJU'WVin~~n~11fl1~i1~1f.l(l~b~f.l(;l1 'Wb~e.J~~ e.J 1 tid 

• ~tl~~~1'W 

• nmtl~u~~1'W 

• ~1f.J(l~b~f.J(;lm~tl~u~~1'W 

• Dt1JVI1~bf'1(;l~'Wbb(l~m~bbm -u 

• ?lfi1'W~"U€J~~~'U'U 

• ~~~1\l'Vl1'Wn1~tl~~~1'W 

tv. m~~(;l~1~n1~'Vll~1'W"U€J~~~'U'Ufle.J~'i'11b~e.J{ (monitoring) 

0 ~€1~~(;)~1~tl~~~'Vl5fl1'1"ln1~'Vll~1'W"U€J~~~'U'Ufle.J~'i'11 b~e.J1~~1rlt1J 1 ~'Vll~1'W 1~ 
e.J~1~~m~e.J~bb(l~iJtl~~~'Vl5m'l"' b'li'l..! m~~uci~-de.J~;;=t"Ue.J~~~uusSe.J-u1f.!Vt~n'Vl~'l"'~ 

~ 

m~b~e.J~~e.J~~Vt11~u~~'Vlnu~m(;)Vt~n'Vl~'l"l~ m~1-ff~1'Wen1(;l~?ln m~1-d'~1'WVt'thtJ 
tl~~m;;=t~;;=t (CPU) btl'W~'W b ~€1 1-d'btl'Wodm.J;;=t1 'Wm~tl~~biJ'W?I~~~flfl1'1"1 (capacity) 

"Ue.J~~~'U'U 

o fl1~u1~~~n~1~~uufle.J~'i'11b~d bb(l~e.Jtlmru~1~., 1~BtJ1'W?tm'l"l~~bb;;'l~ , , I ou 

'\"l~€1~ 1i~1'W€J~b?I~€J 
~ 
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rn. f11';i~~f11';iUqJV!1~1-!!1 

o ~mn1vt'U~';i1(J~€J Vl~1~bb~~m1l.l~\J~~"(j€J'LJ 1 'Uf11';ibbm,.1Juqjvt1€1~1-!!-B'~ b\l'U b ~'U 
n1vt'U~~~'U~~"11B'U 1 'U fn';ibbm "1Juruvt1';i~'U'U~B"lJ1tJvt~ n'Vl~~~ b tl'U~'U 

" " 
';ill.li'i-!1 b 'llBfi 'Vl';i~~v'i"llB-!!~~b~tJloUB-!!b ~B 1.U~~~B 1 'Umru~~uruvn 

" " 
o fll';j~';j~'LJ'U~~bnuu'U'Vinuruvt1bb~~bvt~m';iru~~tJn~~bil~~'U bb~~';i1tJ-!!1'U1~ 

" . 
~u-!!rl'uuru"ll11~~'U'Vl';i1'UB~1-!!?1~1b?l1lB b ~BU';i~ 1tJ"Il'U1 'Uf11';i';il'LJ';ill.luruvt1bb~~ 
" " " 
ml \) ?l"EJ'U i'i-!!?11 b VI~~ bfl~~'U ';ill.J~\l b ~ "EJPl m·.n bb 'Ul'\111-!1 bbm "lJ bb~ ~u €1-!!fl'UU tu'Vl1 . " 
~€1 1 tJ 

~- f11Wll'Ufll.Jf11';i~~vl1';i1tJ-!!1'U 

o f11';j"lJ"EJ 1 ~~~'Wl.lvh1tJ\l1'U~1-!! 1 fll';j 1~~'Ufll1l.lb~'U"t1B'U\l1n~~rl1'U1\lvt~1~ 
o m';iii'Vl~bDtJ'Ufl1ln1';i'Wl.l.Wbb~~rn';i~~~-!!';i1tJ-!!1'U ~~bn'U';i1tJ-!!1'U~1-!! 1 ffi~~~'Wl.l.W 

bb~l€1~1\l~~nl.l bb~~n1vt'U~ 1 ~~m';i~-!!mtJiiB~B b~B~f11';j~'LJ';i1tJ-!!1'U 'UBn\l1nd • 
fll';jvJ1mtJ';i1tJ-!!1'U~1lJhi1 oU-!!1'Ubb~l 

1'~r~tJ1~~-!!~ • 
m';i 1.U'll~m';i~1'U-!!1'Ub'V1A1 'U 1~~?t1';i?t'Ub 'Vll"l\l1mTI ~'U~fn';i';i1tJ~'Um\lnB 1 ~bn~m11lb~tJ-!!~B 

" 
'U~~'Vlvt~ n'Vl~~m 'U';iu bb 'U'U~ bb~n~1-!! 1 u\l1nm';i~1 b 'W'U-!!1'UtJn~1~tJ'U~~'Vlvt~n'Vl~~~bB-!! b~'U m11J 

" 
b~tJ-!!b~tJlfl'Uf11';iboU1Ci-!!oU€Jl.l~ (access risk) fll1l.lb~tJ-!!b~tJlfl'Ufll1l.lfln~B-!!m'U~l'U"ll€J-!!oU€Jl.lmb~~ 

" " " f11';iU';i~l.ll~e.J~"ll€J-!!';i~'U'U\l1'U (integrity risk) ~€11\l b ~l.l~'U\l1nm';i~1b 'W'U-!!1'U"lle:J-!!0 ~'U~fn';i b U'U~'U 
~-!!~'U fn';ifll'Ufll.lfn';i 1.U'U~f11';i~1'U-!!1'Ub 'Vlfl1 'U 1~ ~?l1';i?l'Ub 'Vll"l\l1mTI ~'U~fn';i';i1tJ5'U~\l~ . " 
i'~t~tJ';i~?l-!!rl b ~B 1 ~'U~~'Vlvt~n'Vl~~tJ1 i'll~m';i~1'U-!!1'Ub 'V1A1 'U 1~ ~?l1';i?l'Ub'Vll"l\l1mTI ~'U~n1';i';i1tJ5'U 1~ . " 
€1~1-!!~U';i~~'Vlfim~ b U'U~'I11 b ~B~B bb~~?l1l.l1';iflfil'Ufll.lfll1l.lb~tJ-!!~b~tJloUeJ-!! 1~ 1~tJ~b i!Bvt1 

' 
fl';j"EJ'l.Jfl~l.J b~tJl fl'U bb 'Ul'\111-!1 1 'U fn';jrJ~ b~ Bn bb~ ~fll'U fll.Jfn';iU flU~-!!1'U"lJ€J,:j m ~'U~fn';j , , d.J 'U 

bb'U1'V11.:~u!Ju~ 

(9). m';irl'~b~Bnm ~'U~m';i 

o m';i~m';in1vt'U~ bnru"Vl1 'Ufn';irl~b~Bnm ~'U~fn';j bb~~r~~ b~Bnm ~'U~m';i~~ 
" " 

.ff'U ~ B'U m';iul)u~-!!1'U~';iB'U r1 B'U~~ ~l.l bb~ ~ b tl'U~'I11 b ~B~ B 

o fll';iiiG1qJqJTVh~~bi'imn'Uf11';i~n'\~1fll1l.l~'U"lleJ-!!oUm~~ (data confidentiality) bb~~ 

"ll"El'Ub"ll~-!!1'Ubb~~b~"El'U 1 "ll1 'Uf11';i1 ~'U~fn';i (service Level agreement) €1~1-!!oU~b\l'U 

b. fn';jfll'Ufll.lm ~'U~fn';j 

o 1 'Umruffi .U'U~m';i~1'Urn';i'W~'U1';i~'U'U\l1'U ~eJ-!!n1vt'U~ 1 ~m ~'U~f11';iboU1fi-!!bu~1~ 
" ~l'U~ii11~1'Vl~'Uf11';i'W~'U1';i~'U'U\l1'U (develop environment) bVh~'U bb~'Vl1fl 
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:Wrr:nlllil1bU'W~B,w1h~~~1'Wvfl-ff~1'W"il~~ (production environment) n~e:J~:Wm"a 
fl1'Uflll~~e:Jm1"il?te:Jum"a 1 t1u~m"a"tJB~m t1u~m"ae:J~1~b -ffll~1~ b.yje:J 1 t1~'W 1"il';h 

' " 
b U'W 1 Ul'11ll"tle:J'U b "tll'1~1~rh~'W~ 11 b'li'W 1 t1b~1~U1~'U~~'Vlfl1'Uflll~ bb~fl1"a'Vh~1'W"tle:J~ 

' " m t1u~m"ae:J~1~ 1n~:a~ 1 'Wmru~m t1u~m"all1unD'~~u1~~u~~'Vl~~ n'Vl~~~ 
" " ~ 
(onsite service) bb~~ 1 t1b~1~U1~'U~~'Vl l'1 "a1"il?fe:J'U fl1"a'Vll~1'W"tle:J~m t1u~fl1"ae:J~1~ 

" 
~~bBtJ~1'Wmru~bU'Wfl1"a1t1u~m"a1'W~m~ru~ remote access bb~~:u~ modem 

tr'WV1 

~fn"a 1 t1u~fl1"ab?f~"il~'W bU'W~'W 
o fl1"a~1b 'W'Wm"a 1 t1m t1u~m"a~~vh~:We:Jm"au n11~~1'W bb~~be:Jn?t1"a~b~tJ1oVe:J~ "a1ll~~ 

" " ~ 
:Wm"au~uu"a~ 1 t1tr'W?t~tJe:J~ b?flle:J 

' " 
o fl1"arh~'W~ 1t1@ t1u~m"a"a1tJ~1'Wfl1"au~D'~~1'W uqj~1~1~ 1 bb~~bb'W1'Vl1~bbm "tJ 
o fl1"ai1~'WI'1e:J'W 1 'Wm"am1"il~m1'W"tJB~m t1u~m"a 

" 

(~,~~ th'i•iil 
~CJ1'U1~l"ll1~~"111'W1qjfl1"ai'lbl"l'13 ~fl'\31fl1"a 1 'W\?\'1 bb ~tl~ 

~eJ1'W1tJfl1"a 1 "a~~CJ1'U1~'U1~ 1 'Vl"a 
" 


